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Infrastructure Development for Promoting International S&T Cooperation
Japan—Taiwan Joint Research Exchange Program
Executive Summary of Final Report

1. Project Title : TNew Lightweight Cryptosystems for 10T devices and application to eHealth
Environments in Taiwan |
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4 . Scope of the joint project

On Japan side, we carried out the research on new lightweight cryptographic systems for
loT devices that is applicable to Taiwan eHealth environment. The research consists of three
pillars, such as lightweight public key cryptography (WP1), lightweight symmetric key
cryptography (WP2), white box encryption to realize the safety of loT devices (WP3). On
Taiwan side, our collaborators carried out the implementation and verification of eHealth
system (WP4), based on the secure 0T technologies that were applied from research
outputs in this project from Japan side. In research exchange, WPL1 realized lightweight
elliptic curve cryptography, WP2 developed lightweight common key cryptography and
authentication method using it, and WP3 secured the software implementation of public key
cryptography / common key cryptography. We realized a white box to realize the
reinforcement.

5. Outcomes of the joint project

5 — 1 Intellectual Merit

In the research on a new lightweight cryptographic system for loT devices applicable to
Taiwan eHealth environment, the Japan side realized the following three items.
In WP1, we have realized an elliptic curve cryptosystem that can be realized safely,
lightweight and fast for any key.
In WP2, we verified the security of the existing lightweight symmetric key encryption, and
implemented the verification of the lightweight encryption for 10T devices and developed the
lightweight authentication method.
WP3 proposed a new implementation of white-box cryptography. We also proposed a
general cryptographic implementation method with compression difficulty.
On Taiwan side, the research outputs of the Japan side were applied as the safety loT
technology, and the implementation and verification activities of the eHealth system (WP4)
based on the loT technology was performed.

5 — 2 Synergy from the Collaboration

Through exchanges with Chang-Gung University and National Dong Hwa University, | was
able to deepen my understanding of a wide range of security concepts. In particular, from
the research in Taiwan, we were able to obtain insights that cannot be obtained in Japan
alone about loT systems such as the eHealth environment. In addition, research and
development using real equipment such as Taiwan wearables can be performed, and
implementation experiments of safety authentication system prototype for medical treatment
and management system of 0T equipment become possible.

5 — 3 Potential Impacts on Society

In research on a new lightweight cryptographic system for |oT devices applicable to
Taiwan's eHealth environment, lightweight public key cryptography (WP1) proposed an
algorithm of elliptic curve cryptography that is realized in lightweight manner and built
software. We also realized a prototype for lightweight symmetric key cryptography (WP2).
These have achieved specifications that can be applied to the eHealth environment in
Taiwan, and a ripple effect on the safety system for loT devices for medical environments
can be expected.

5 — 4 Effectiveness and Continuity of Exchange
(Human Resource Cultivation, Development and Sustainability of the Cooperation,
etc.)

The exchange of students between Japan and Taiwan was conducted regularly, such as
accepting students from Taiwan and sending Japanese students to universities in Taiwan.
As a result, not only teachers but also students can construct bonds of collaborative
relationships. Even after the completion of the two students, Japan-Taiwan collaboration will
continue and it will be able to contribute to the development of society in the future.
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Electronic Health Record System with Constant-Size Storage Complexity”, The 12th
International Conference on Green, Pervasive and Cloud Computing. LNCS Vol.10232,
pp.611-626, Amalfi Coast, Italy, May, 2017.

67. Weizhi Meng, Fei Fei, Lijun Jiang, Zhe Liu, Chunhua Su, Jinguang Han. “CPMap:
Design of Click-Points Map-Based Graphical Password Authentication”, 33rd IFIP TC 11
International Conference, SEC 2018, IFIPAICT, volume 529 pp.18-32, Poznan, Poland,
September, 2018.
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3. FELEV—IvayT - vIF— - VURTT LEORIE

1. 2016/9/28~2016/9/30 Chinese Cryptology and Information Security Association,The
10th International Conference on Network and System Security (NSS 2016), Taiwan, Taipei,
NSS 2016 is the next event in a series of highly successful events of Network and System
Security. Previous editions were held in: New York City, USA (2015), Xi‘an, China (2014),
Madrid, Spain (2013); Wu Yi Shan, China (2012); Milan, Italy (2011); Melbourne, Australia;
(2010); Gold Coast, Australia (2009); Shanghai, China (2008); and Dalian, China (2007). 60

4.

2. 2017/5/31~2017/6/1 ‘=i FEF B HNIIEEBAEER, BA, KBk, KPR E3-9F
—7 1 7%, (Title) Parity Check based Redistribution of Secret Shares, 30 4

3. 2018/8/23~2018/8/29 HiiFs 1 HARMOF — L L BBRUOT—LDTVa Ay VT —7
v a w7, Taiwan, Taipei, Chang-Gung University, 18 £

4. WS D EAH
(753 —7 1 > 7]
- 2016/4/20-2016/4/22: KPR Kick-off Meeting & Joint Workshop
- 2017/9/15-2017/9/22: KB K’ Meeting & Research Workshop
- 2018/7/1-2018/9/30: &K Short-term visiting, Prof. Yeh Kuo-Hui (National Donghwa
University, Taiwan) 3 S HER P ORTEFEE & U CTHiE L, LFEFEZ T 572,
- 2018/3/1-2018/3/10: &K% Short-term visiting
-2018/11/19-2018/11/21: KPRk K==, Chinese Culture University & Chang-Gung University
DHE & FANE L, BER S ORFHIOW Tilgim 21T 2 72,
+ 2019/3/27-2019/3/31: National Donghwa University, Taiwan Meeting
Prof. Chunhua (University of Aizu, Japan)?’ National Donghwa University, Taiwan (Z 7/
L, A& OERZELZ R 2 MOU Zffifi 4 2.

[224 - R s oiRiE. = A
- 2018/3/1-2018/5/25: =H K Short-term visiting
- 2018/3/28-2018/4/25: £iH K Short-term visiting

5. FraFHiE
WFFE R R RS 1 1

6. ZH - HsE%s

1. International Conference on Applications and Technologies in Information Security(ATIS
2016), Best Paper Award, Recursive M-ORAM: A Matrix ORAM for Clients with Constrained
Storage Space, ATIS 2016, CCIS, 651 (2016), Springer-Verlag, 130-141. K.
Sumongkayothin, S. Gordon, A. Miyaji, C. Su, and K. Wipusitwarakun, 2016/10/28.

2. The 16th IEEE International Conference on Trust, Security and Privacy(TrustCom 2017),
Best Paper Award, Evaluation and Improvement of Pseudo-Random Number Generator for
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EPC Gen2,Trustcom/BigDataSE/ICESS, 2017 IEEE. H. Nomaguchi, C. Su, A. Miyaji.
2017/8/2

7. ZOfh

[(EX=2 VT A HMFE~DOT ¥ Y —FEH]

1. Atsuko Miyaji,

(Keynote Speak) “Elliptic Curve Cryptosystems for I0T devices”, The 19th International
Conference on Information and Communications Security (ICICS 2017), Beijing, China,
December, 2017.

[EBE 2% ICICS2017 OREFFHIH CHABRE DY a 14 > MIF3EE BT

2. Atsuko Miyaji, (Keynote Speak) “Privacy-Preserving Big Data Analysis”, The 10th
International Conference on Network and System Security (NSS 2016).

ERR 3 NSS2016 OHEFFRE CHARREDO Y a 4 v MIFEERET

3. Bo-Yuan Peng, Bo-Yin Yang, Yuan-Che Hsu, Yu-Jia Chen, Di-Chia Chueh,
Chen-Mou Cheng, and Atsuko Miyaiji, “Flexible and scalable implementation of elliptic-curve
cryptography on FPGA,” invited paper at the 13" International SoC Design Conference
(ISOCC 2016), Jeju, Korea, October 2016.

EIFE 2% ISOCC 2016 DFFFEH THARBIE DY a A » MFFEZFEIT

[T R~D7 v b —FE#E)]
1. =i 7=,
(¥ 753#H) “How to Enhance the Security of loT Devices”, LINE and Intertrust Security
Summit Exploring
Technologies for Trusted Apps and Services, Tokyo, May 2017.
LINE OFfF#RE THAREDO Y a A > MIFEE I
LINE DU—2 gy 7 THAREDY a1 v ML

CRFAERG T U R Y —FiE#)]
1. = BT,

K & FHRBZOFREF 2V T 4 ~DISH-E v 77 =2 DOt F 27 2[5
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