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CONSOLIDATED PUBLIC SUMMARY IN ENGLISH

Development of unified security evaluation platform for embedded cryptographic

systems

General Objectives:

Development of security evaluation methodologies on cryptographic modules against
physical attacks before fabricating actual chips

Physical attacks based on side-channel observation (side-channel attacks), are now of major
concern for design and evaluation of cryptographic devices. From an industrial point of view,
if the product is not robust enough, it has to be redesigned. Such redesign is very costly and
sometimes impossible. However, there is no dedicated method or technology to design and
evaluate the robustness before the fabrication phase. Conventional simulators are not suitable
due to the computation time or inaccuracy. Even worse, the attacks based on Electromagnetic
(EM) radiation are more and more powerful, which requires a new security boundary that
cannot be simulated by conventional methods. In addition, the robustness is heavily
dependent on the type of implementation. Addressing the above issues, this project did a
comprehensive study of security evaluation methodologies for cryptographic devices against
physical attacks. In particular, we have developed a novel evaluation platform based on high-
accuracy security simulation and in-situ evaluations. The main results give the future
prospects about the product robustness over physical attacks without fabricating actual chips.
This project has also led to a new research area “EM Information Security” in the research

field of electric circuit design.



Methods or technologies :

Security evaluation of cryptographic devices by a dedicated simulator and rapid
prototyping platform applicable to various implementation methods

A specific simulation engine was developed for a novel simulation technology to evaluate the
robustness of cryptographic devices against side-channel attacks. The associated simulation
models were also developed at two levels of abstraction: (i) high-level model where the circuit
is like a black box, and (ii) low-level model based on post-layout circuit data. An effective
extraction of physical parameters was proposed as a key technology to simulate a
cryptographic device in the low-level model. The simulation is efficiently calculated to obtain
the accurate information of the device robustness without fabricating actual chips. On the
other hand, a rapid prototyping platform was constructed based on a newly developed
evaluation board and custom ASICs plugged via daughter boards. The target implementations
that can be handled on the platform are FPGA, ASIC and IC card ones. A novel analysis
technique was also studied in order to enhance the accuracy and efficiency of the security
evaluation. Moreover new evaluation methods for attacks based on electromagnetic (EM)
information leakage and EM fault injection from/to cryptographic devices were studied with a

developed EM probing system.

Project main results :

This project has successfully developed a novel simulation technology to evaluate the
robustness of cryptographic devices against physical attacks, a prototyping platform consisting
of a new evaluation board and custom ASICs developed by all partners. The project has also
achieved some novel analysis techniques for the security evaluation which have not been
foreseen from the beginning. Moreover, this project brought strong links between the
Japanese and French partners, which resulted in exchanges of young researchers, promising

research fields and further collaboration possibilities.

Added Value from International collaborative work :

The French partners have been mainly focusing on both a “top-down” approach and analysis
algorithms to understand the issues of physical attacks such as a high-level simulator and an
analysis technique for evaluating cryptographic modules. The Japanese partners have much
knowledge and experiences of implementing actual evaluation boards and cryptographic
circuits and of measuring real power/EM signals, which is so-called a “bottom-up” approach.

The partners ideally combined efficiently these two complementary approaches.



Scientific production and pate

nts :

The major scientific productions of this project are as follows

Specific circuit simulator “SPACES simulator” to simulate transient signals effectively

related to side-channel information such as signal glitches,

Rapid prototyping/evaluation platform to

implement and evaluate a variety of

cryptographic modules on FPGA, ASIC and Smart cards.

Electromagnetic Compatibility

Illustrations

VLSI chip “SPACES explorer” for extremely deep analysis of physics behind attacks

Establishment of new research area “EM Information Security” in the research field of
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Factual information:

The SPACES project is an industrial research coordinated by Jean-Luc Danger in France and by
Naofumi Homma in Japan. It associate Telecom ParisTech (e.g., Jean-Luc Danger), LIP6 (e.q.,
Pirouz Bazargan-Sabet), Morpho (e.g., Thanh Ha Le), as well as Tohoku Univ (e.g., Naofumi
Homma), AIST (e.g., Shinichi Kawamura), UEC (e.g., Kazuo Sakiyama), Kobe Univ (e.g.,
Makoto Nagata). The project started on December 1, 2010 and lasted 40 months. ANR grant
amounted to 738,105 € and JST grant amounted to ¥149,500,000 .
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